Using RSA for Remote Access

To use Remote Access to NREL, open your web browser to https://acs1.nrel.gov and login with your username and passcode.  If you have not already configured a pin for your passcode, please click on the following link:  configure your pin
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On the Terminal Sessions toolbar click on the Add a Terminal Session Button. 
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The Add Terminal Services Session window should now be visible.  There are four available session types to choose from:  Windows Terminal Services, Citrix, Telnet and SSH Secure Shell.  In this tutorial we will cover the Windows Terminal Services also known as Windows Remote Desktop.  

Select the Windows Terminal Services from the dropdown for Session Type.
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Enter a user friendly Bookmark Name and Description.
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In the Settings area enter the Host name or IP address of the computer you wish to connect to.
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If you need to find the Host name or IP address, then click on the start button and select Run and type cmd in the Open field.  In the window that comes up type ipconfig /all and hit the enter key.  The Host name and IP address should then show in the window.
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You can leave the Client and Server Port empty as the client will automatically configure this section.
Select the Screen Size that you wish to have displayed once connected – Four options are available ranging from a small window to full screen.  You are also able to select the Color Depth to display a small or full range of colors.
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For the Session section you can put your Username and Password for Authentication.  *note - this is the same password that you would use to log in to Windows
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If these fields are left blank, you will need to enter your Username and Password once a connection has been established.
You can also configure the system to automatically launch a program once you are logged in.  Outlook has been configured to auto launch in the example below.
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If you would like to have your local hard drive(s) to be accessible while connected, click on the Connect local drives checkbox located in the Connect Devices section.  You can also check the box for Allow Clipboard Sharing if you would like to copy and paste between systems.
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In the Display Settings area, you can check both the Font Smoothing and Desktop Composition checkboxes.  This will improve the overall appearance of your session.  To finish, click on the Add button at the bottom of the page.
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We should now be back at the home page and a new connection should be available in the Terminal Sessions area.
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Prior to being able to use this connection, we will need to insure that the Remote Desktop feature is currently enabled and configured on the host computer.

From the Start button click on Settings then Control Panel.
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Double click on the System control panel.  If System is not showing for you, then you may need to click on Switch to Classic View.
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In the System Properties window click on the Remote tab and select the Allow users to connect remotely to this computer in the Remote Desktop section.  Windows will automatically add you as a remote user.  You can add more users if you wish by clicking on the Select Remote Users button.
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Once the Remote Desktop settings have been configured, you can then click on the shortcut back in the Terminal Sessions area.
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A notification window should show on your screen like the one below.

Please wait...

Launching Terminal Services Session. This may take several minutes
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You should now be connected to the host computer.  Click on OK on the Notice to Users window then log in with your Username and Password.
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If you selected the Connect local drives checkbox, you should notice some new mapped drives while using Windows Explorer (or via the My Computer icon on the desktop) 
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If you have any questions, please contact the Client Services help desk at x4171.

